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What are 
Payments



The Electronic Payment Landscape

Federal Reserve Triannual Report on Payments.
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Sell

Scheme

Electronic Payments 
Are Based Multi Party Agreements
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The parties agree and promote

A set of principles, rules, standards, 

operating procedures, technical 

specifications, compliance requirements 

To drive merchant acceptance

and consumer usage

Buy



Scheme

The Retail Payment Landscape

Payment
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MNO Terminal 

Vendor

Merchant 

Processor
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The Faster Payments Task Force
Anatomy of a Payment Focuses on Identity
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Authentication

or better said 

Identification

The process that verifies 

the identity or veracity 

of a participant, device, 

payment or message 

connected to a payment 

system.
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What’s In 
An Identity
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We Use Identifier as Identities
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What Is 
The Root of Trust

For an Identity
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Who Can We Trust
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Who Do They Trust



Users Seek to Enroll Anywhere
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In Branch Online



What Forms a Proof of Identity
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Proof Provided by Others Data Accumulated by Others

Knowledge Based 

Authentication

Based on data 

that can be 

acquired and sold

Physical Documents 

with Security 

Features

That must be seen 

and analyzed



Payments Require 
Identity
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ISO 7810, 7811, 7813
Defined a Means of Identification

The ID-1 Card

©PA&A 2017 14



The Magnetic Stripe Made
Our Identity Machine Read

Symbol Description – Track 1 Structure Character Code / Number of Characters

STX Start Sentinel %

FC Format Code B

PAN Personal Account Number Up to 19 Digits

FS Separator ^

NM Name

surname

surname separator

first name or initial space when required

middle name or initial period (when followed by title)

Title (when used)

2 to 26 characters

/

Space

.

FS Separator ^

ED Expiration date Four digits or ^

SC Service Code Three digits of ^

DD Discretionary data Balance of characters

ETX End Sentinel ?

LRC Longitudinal redundancy check 1 character

Maximum record length 79 alphanumeric characters
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In 
The Physical 

World There Are 
Layers of Security
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Payment Card Fraud Prevention
Layering Security on to the Card
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Card, Embossing, Magstripe, Hologram & CVC5412 3456 7890 1234  745

ISSUING BANK

Philip e. Andreae VALID
THRU

5412 3456 7890 1234
1992

Card, Embossing, Magstripe & Hologram

ISSUING BANK

Philip e. Andreae VALID
THRU

5412 3456 7890 1234 1985

Card, Embossing & Magstripe

ISSUING BANK

Philip e. Andreae VALID
THRU

5412 3456 7890 1234 1975

What You Have

A CAM

Card Authentication Method

Credential Authentication Method
Card, Embossing

ISSUING BANK

Philip e. Andreae VALID
THRU

5412 3456 7890 1234 1965

Card, Embossing, Magstripe, Hologram, CVC & Chip

ISSUING BANK

Philip e. Andreae VALID
THRU

1997 5412 3456 7890 1234  745

Card, Embossing, Magstripe, Hologram, CVC, Chip & Tokens

ISSUING BANK

Philip e. Andreae VALID
THRU

2013 5412 3456 7890 1234  745
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ISO 7816 & EMV Introduced Secure Elements
& Cryptography to Assure Authentication
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Simple Truths

➢ The Issuer assured our identity

➢ The PAN identifies our Means of Payment

➢ Data & cryptography converts cards into credentials

➢ Secrets and certificates assures the credential is unique

➢ Signature or PIN, Now Biometrics, verifies the presenter

EMVCo is owned & staffed by Visa, MasterCard, JCB, American Express, UnionPay and Discover 

Lost and Stolen Fraud

Cardholder Verification

Form Factor Independent

Contact, NFC or QR Code

Counterfeit Protection

Merchant Authentication

Card Risk Management

Issuer Authentication
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The Key to Secure Identification

➢ Something You Have ✓A Secure Element

➢ Something You Know ✓ PIN/Password

➢ Something You Are ✓A Biometric

Multi Factor Authentication

CAM
Card Authentication Method

19Payments and Identity

CVM
Cardholder Verification Method
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CAM
Credential  Authentication Method

✓A Card or Token 



To Reap the 
Benefits of the 

Internet

5 December 2017 Payments and Identity ©PA&A 2017 20

The Internet at the MOMA The New Yorker



Required a Means of 
Authentication

5 December 2017 Payments and Identity ©PA&A 2017 21

The Payment Schemes Tried

• STT, SEPP & SET

Were feeble attempts

• 3D-Secure 1.x

Fraught with challenges and passwords

Our Payment Identifiers Became

Sensitive Personal Information

• E2E or P2P Encryption

To protect data in motion

• Tokens and encrypted databases

To protect data at rest

All while EMV was being deployed
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We Abandon 
Authentication

For Profit
& Convenience 
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The New Yorker 1994 The New Yorker



And They Came & Profited
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The Standards for 
Authentication 
Are Available
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ONLINE 
AUTHENTICATION 

USING
PUBLIC KEY 

CRYPTOGRAPHY
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FIDO Cross-Platform Support
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via 3rd-party development



Invitation Sent New Keys Created

Pubic Key Registered

With Online Server

User is in 

a Session 

Or A  New 

Account Flow

1 2 3

4

Registration Complete 

User Approval

FIDO Registration
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1 2 3

4

Login Complete 

FIDO Challenge Key Selected & Signs

Signed Response verified using

Public Key Cryptography

User needs 

to login or 

authorize a 

transaction

User Approval

FIDO Authentication
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Payments and Identity

FIDO IN THE WINDOWS + WEB ECOSYSTEMS

28

Yoga 910
Windows 10

Microsoft Edge

Windows Platforms Web

5 December 2017



Its All In 
The Words



Noun

• the state or fact of remaining the same one or ones, as 

under varying aspects or conditions:

The identity of the fingerprints on the gun with those 

on file provided evidence that he was the killer.

• the condition of being oneself or itself, and not 

another:
He began to doubt his own identity.

• condition or character as to who a person or what a 

thing is; the qualities, beliefs, etc., that distinguish or 

identify a person or thing:

a case of mistaken identity; a male gender identity; 

immigrants with strong ethnic identities.

• the state or fact of being the same one as described.

• the sense of self, providing sameness and continuity 

in personality over time and sometimes disturbed in 

mental illnesses, as schizophrenia.
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Identity
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Authenticate (verb) 

to establish as genuine.

to establish the authorship or origin 

of conclusively or unquestionably, 

chiefly by the techniques of 

scholarship:

to authenticate a painting.
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Authentication
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noun

an act or instance of identifying; the state of being 

identified.

something that identifies a person, animal, or 

thing:

He carries identification with him at all times.

Sociology. acceptance as one's own of the values 

and interests of a social group.

Psychology.

a process by which one ascribes to oneself the 

qualities or characteristics of another person.

(in psychoanalytic theory) the transference or 

reaction to one person with the feelings or 

responses relevant to another, as the identification 

of a teacher with a parent.

perception of another as an extension of oneself.
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Identification
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Noun - the act of authorizing.

permission or power granted by 

an authority; sanction.

a legislative act authorizing money to 

be spent for government programs 

that specifies a maximum spending 

level without provision for actual 

funds.

a legislative act authorizing money to 

be spent for government programs 

that specifies a maximum spending 

level without provision for actual 

funds.
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Authorization
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http://www.dictionary.com/browse/authorize
http://www.dictionary.com/browse/authority
http://www.dictionary.com/browse/authorize
http://www.dictionary.com/browse/authorize


Identity

Identification

Authentication

Authorization
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Set Against 
Another 

Set of Words



Noun

the state of being apart from other people or 
concealed from their view; solitude; seclusion:

Please leave the room and give me some privacy.

the state of being free from unwanted or undue 
intrusion or disturbance in one's private life or 
affairs; freedom to be let alone: Tourists must respect 
the tribe’s privacy.
Those who wish to smoke can do so in the privacy of 
their own homes.
See also invasion of privacy.

freedom from damaging publicity, public scrutiny, 
secret surveillance, or unauthorized disclosure of 
one’s personal data or information, as by a 
government, corporation, or individual: Ordinary 
citizens have a qualified right to privacy.
There is so much information about us online that 
personal privacy may be a thing of the past.

the state of being concealed; secrecy:

Before he told us of his plans, he insisted on total 
privacy.
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Privacy
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Noun

freedom from danger, risk, etc.; safety.

freedom from care, anxiety, or doubt; 

well-founded confidence.

something that secures or makes safe; 

protection; defense.

precautions taken to guard against crime, 

attack, sabotage, espionage, etc.: claims 

that security was lax at the embassy;

the importance of computer security to 

prevent hackers from gaining access.

an assurance; guarantee.
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Security
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(Noun)

Confidential - adjective

spoken, written, acted on, etc., in strict privacy or 

secrecy; secret:

a confidential remark.

indicating confidence or intimacy; imparting 

private matters:

a confidential tone of voice.

having another's trust or confidence; entrusted 

with secrets or private affairs:

a confidential secretary.

➢ bearing the classification confidential, usually 

being above restricted and below secret.

➢ limited to persons authorized to use 

information, documents, etc., so classified.
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Confidentiality
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Privacy Security

Confidentiality
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In Conclusion

Electronic 
Payments & Identity

Are inexplicitly 
linked
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An Irrefutable Payment
Is the Ultimate Requirement
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Adjective

not capable of being refuted or

disproved

Synonyms

indisputable, incontrovertible, 

undeniable

To assure the irrefutability of a payment

It is essential all parties:

• Are properly identified and therefore 

authenticated

• Agree and accept the terms of payment

And

• The payment is authorized by the payer 

and their financial institution

• The payment is accepted by the payee 

and its financial Institution

The funds move quickly from the Payor 

to the Payee

http://www.dictionary.com/browse/refute


Is Tokenization the Cure
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Security Tokens

• Designed to address the PCI “Data at 

Rest” concern

• Removes PII data from the 

merchant’s environment

• Enables merchants to research, report 

and otherwise manage payments, 

exception, refunds and returns

Payment Tokens

• Designed to address the challenges 
created by the inability to support 
authentication on the Internet

• Adheres to the ISO 7812 principles 
of the PAN with BIN, Account 
Number and check digit capable to 
identify network, issuer and product

• Limits exposure of card data

• Provides segregation of transaction 
by device and potentially person

• Same yet different to what some call 
an alternate PAN or Alias PAN



Philip Andreae
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Ready to Serve
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