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Mobllity, at the heartof OT world
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Why Are We Here?

@ August 2011: Visa Inc. announced its roadmap

@ June 2012: American Express, Discover and MasterCard agreed to
converge on the same common timeline

@ April 2013: Acquirers and processors must support EMV transactions

@ April 21st 2014: Court of Appeal found for the Board of Governors Federa
Reserve

o April 30th: EMF published Debit Technical White Paper

@ Qctober 2015: Liability shift

I Liability is the responsibility of the party not protecting the transaction

i [AFOAETAGE NBYlFAYya 0UKS AadaadzsSNQa AT YSNI
o Qctober 2017: Liability shift for gas stations

o December 2013: Following a number of compromiséarget, Neiman
Marcusc the time has come for the U.S. to embrace EMV
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EMV the Global Standard for Credit & Debit

Payments
EUROPAY In 1993 The International Payment Brands
“» Decided The Long Term Solution To Fraud Was
( ¢CKS aL/ /€ YR ' AINBSR ¢2
MasterCard Specification To Assure Global Interoperability

Worldwide

They agreed the requirements and published
VISA  ccks Lyisant GSR / ANDdAG [ F NR

EMVCoas owned & staffed by Visa, MasterCai@BAmerican ExpresgnionPayand Discover

Counterfeit Protection Lost and Stolen Fraud

Off/On-line Authentication Cardholder Verification
EMVCo

Offline Authorization Revenue Creation

Cost'Reduction Value Added Services
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The Classic Smart Card Business Case

s Based On

0 A CAM to stop counterfeit loses
Card Authentication Method

U A CVM to reduce lost and stolen card fraud
Cardholder Verification Method

U  Card Risk Managemeno assure payment everywhere

U  Support forValue Added Services

U  The Intangible value céecurity
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One Green Void In a SeaCdlor

54.2% of cards
84.7% of terminals

38.9% of cards
86.3% of terminals

Canada, Latin America,
and the Carribean

[T] Asia Pacific

[] Africa & the Middle East
. Europe Zone 1

[] Europe Zone 2

[] united States
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Why have US payment card Issuers resisted EMV migration?

US has robust 100% online (network) infrastructure employing sophisticated
fraud management techniques

The US Contactless initiative failed to produce positive revenue

¢tKS LISNODSAYSR SO2y2YA0a KI @gSyQi ed
Merchant side of the transaction

QR Codes require much less investment in terminal hardware

Interchange has created opportunities to create Cloud and ACH based
alternatives

alye al G0KS jdzSadoAzy ¢gKe |y 2ftR 1
Smart Phones are the future

EMV IS A PROVEN SOLUTION TO REDUCE FRAUD AT THE POINT O
THE TIME HAS COME TO MIGRATE
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As a result of the data breaches

The US market is accelerating beyond expectations
Includes estimates for Debit, Credit, PLCC and Prepaid

7 High m Base » Low
An Extrapolation using recent Payment Security Task Force project of 575 Credit and Debit Cards
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Benefits of EMV to
Merchants and Acquirers

Acquirer Merchant
@ [rrefutability of transaction @ Guarantee of payment
@ Reduced costs through offline @ Reduced costs through offline
transactions transactions
@ Reduced cost of handling @ Opportunity to expand unattended

payment locations

Enhance efficiencies:
Speed and ease of use at the POS

chargebacks
@ Low value transactions

<

¢

|
i Drives transaction growth i Reduce storage of paper receipts
o New revenue opportunities i Improve dispute procedures
A Rewards i Reduces fraud
A Consumer profile o Builds infrastructure for NFC Mobile
A Loyalty Commerce

A Other valueadded services
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Benefits of EMV to Issuers

EMV preactivity provides a competitive advantage
EMV issuance protects the brand

Reduced fraud; therefore, less exceptions
Liability shift reduces financial exposure of Issuer
More secure payment card

Unigue PINs for each person on account

Global interoperability

Efficiency in servicing low value transactions
Ability to support credit and debit on a card

New revenue opportunities

Paves way for use of NFC mobile payments
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Business Process Implications

@ With the decision to move to EMV, Financial Institutions have
deC|S|ons to make:
Impact of product and EMV program design
Inclusion of chip in card design
Consumerselected PIN management
Card production and issuance
Card/chip lifecycle must be managed
Card issuance and replacement
Call center representative training
Changes to baec#ffice procedures
Consumer card usage education
Marketing opportunities
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Back Office Debit and Credit Systems
Many systems require upgrade or replacement
@ Credit card systems must perform online authentication
@ Banking systems must perform online authentication
o Key management becomes a core competency
@ Integration with card management processes
o New PIN management techniques required
@ Fraud and risk management systems
o Card life cycle must be managed

@ Card issuance and replacement
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AN EMV PRIMER

Authentication, Verification, Authorization and Irrefutability

Four Words describe what EMV offers the payment industry
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Three Key Capabilities Are Defined by EMV
ignedto b f |
ADgzlsgegeon t;) st:bllzeu;;rned;rdoo %NN

A Built on evolving technologies

Authentication

Offline by Terminal
Online on Issuer Host

G2 Ky2idz KI @S¢

€

Signature

___ PIN InChip
Verification IN On Host

62 Ky2idz 1y 26 &M

Authorization

4 . halmthe T dzy R 3 ¢

Offline Online
Issuer Defined Callisk| | O Floor Limit
Management Parameters | Host Authorized’:—;:; ,
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Field 55 Designed to Support Authentication

Authorizationor FinanciaRequest:
The ARQC to authenticate the card to the issuer

Interface to chip: ) Select appropriate rr, ; \F:illﬁ:tti trizzjz::tuons
Forward to paymer

 Prepare authoriz network FEy w Settle between Issuer and

w Draft data capture Acquirer

Authorizationor Financial Response:
The ARPC authenticates the issuer to the card
A chance to update the card with scripts

Authenticate ARQC

Authorize transaction

Prepare ARPC and scripts
Return authorization response

ENENENE

wSettle with Merchant € > 8 gstt:g\lzltlz s;;r:ﬁggtcwa;icr:n
Clearing and Settlement:
At Completion or The transaction Certification assures
end of day

Irrefutability
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EMV Defined Application Selection
Issuer Control & Consumer Choice

1. Personal Credit Card
2. CorporateCreditCard
3. FamilyDebitCard

4. Personal Debit Card

Enter 1,2, 3or4
To select payment method

Consumer
Selection
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