@oberthur

THE M COMPANY

fido i
stronger

alliance | authentication

EXPERIENCE SIMPLER, STRONGER AUTHENTICATION

Philip Andreae
Oberthur Technologies



Anthem now says 78.8M were affected by breach

Data Breaches pv W 77
are out of control = Ly wee

JPMorgan Chase Hacking Affects 76 Million Households o
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Target Now Says 70 Million People Hit in Data Breach

Neiman Marcus Also Says Its Customer Data Was Hacked
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76% of 2012 network intrusions exploited weak or stolen credentials.

We have a PASSWORD PROBLEM



TOO MANY TO REME}
DIFFICULT TO TXPE
AND TOO VULNERAE

2,

Re-used Phished Keylogged




Adding more authentication
T haslargely been rejected by users
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FIDO TIMELINE

FIDO 1.0 FINAL
i Specification
First UAF & U2F

Deployments

Ready Specification
FIDO Readly Review Draft
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FIDO UNIVERSAL 2NP FACTOR
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No 3rd Party in the Protocol

No Secrets on the Server side

Biometric data (if used) never leaves device

No link-ability between Services or Accounts
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v PayPal deploys FIDO-enabled mobile 2-Step Verification
wallet app on Samsung devices. T
v Google has FIDO in Chrome and st
2-Step Verification in Gmail. RS
v Samsung adds FIDO enabled
fingerprint authentication to Galaxy®

v Don't ask for my security key again on this
computer

PayPal

Pat Johnson

pat@example.com

2014 Deployments

Log in to your account with your
fingerprint.




2015 news from the Market

LEADERS FROM AROUND THE WORLD

“Google for Work announced
Enterprise admin support for
FIDO® U2F “Security Key”,

April 21, 2015 d””c
“Qualcomm launches o o o
Snapdragon fingerprint
scanning technology”,
March 2, 2015
Important Ecosystem
Announcements

May 26, 2015

“Microsoft Announces FIDO Support
Coming to Windows 10”, Feb 23, 2015
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> Reflec’nng an mcredse;
focus on Government
collaboration worldede

> Details are now published in
the new FIDO Alliance
Membership Agreement



— Beftter Security for online services

Reduced cost for the enterprise

Simple & Safe for consumetr:
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