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Data Breaches
are out of control
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We have a PASSWORD PROBLEM
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76% of 2012 network intrusions exploited weak or stolen credentials.



Re-used Phished Keylogged

TOO MANY TO REMEMBER, 

DIFFICULT TO TYPE, 

AND TOO VULNERABLE
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Adding more authentication 

has largely been rejected by users
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WE NEED A 
NEW MODEL
Fast IDentity Online
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FIDO Alliance Mission

Develop
Specifications

Operate
Adoption Programs

Pursue Formal 
Standardization
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The FIDO Alliance is an open 

association of nearly 200 diverse 

member organizations
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Board Members
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✓ Services/Networks

✓ Devices/Platforms

✓ Vendors/Enablers
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FIDO TIMELINE

FIDO 1.0 FINAL
Specification

First UAF & U2F 
Deployments

Specification
Review Draft

FIDO Ready 
Program

Alliance
Announced

FEB
2013

(6 Members)

DEC
2013

(59 Members)

FEB
2014

(84 Members)

FEB-OCT
2014

(129 Members)

DEC 9
2014

(152 Members)
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online authentication using
public key cryptography
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Passwordless Experience (FIDO UAF Standards)

Second Factor Experience (FIDO U2F Standards)

Transaction Detail User Authentication Done

1 2 3

Success

$10,000

Transfer Now

Login & Password

1

Insert dongle
Press Button

2

Done

3

Success
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FIDO UNIVERSAL 2ND FACTOR

AUTHENTICATOR

Is a user 
present?

Same 
authenticator 
as registered 

before?

USER VERIFICATION FIDO AUTHENTICATION
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AUTHENTICATOR

USER VERIFICATION FIDO AUTHENTICATION

FIDO UNIVERSAL 

AUTHENTICATION FRAMEWORK UAF
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Same User 
as enrolled 

before?

Same 
Authenticator 
as registered 

before?



USABILITY, SECURITY
and

PRIVACY
15



16

No 3rd Party in the Protocol

No Secrets on the Server side

Biometric data (if used) never leaves device

No link-ability between Services or Accounts
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Implementing 1.0 Specifications
(this is only a subset of active implementations)

Online Services

Chip Providers

Device Providers

Biometrics Technology Providers

Enterprise Servers

Open Source

Mobile Apps/Clients

WWW Browsers



2014 Deployments
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✓ PayPal deploys FIDO-enabled mobile 

wallet app on Samsung devices.

✓ Google has FIDO in Chrome and

2-Step Verification in Gmail.

✓ Samsung adds FIDO enabled 

fingerprint authentication to Galaxy® 



2015 news from the Market
LEADERS FROM AROUND THE WORLD

“Microsoft Announces FIDO Support 
Coming to Windows 10”, Feb 23, 2015

“Qualcomm launches 
Snapdragon fingerprint 
scanning technology”, 
March 2, 2015   

“Google for Work announced 
Enterprise admin support for 
FIDO® U2F “Security Key”,
April 21, 2015

Important Ecosystem 
Announcements
May 26, 2015

19



Infineon
NSP

NNL

New Government 

Membership Class

➢ Reflecting an increased 

focus on Government 

collaboration worldwide

➢ Details are now published in 

the new FIDO Alliance 

Membership Agreement
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Better Security for online services

Reduced cost for the enterprise

Simple & Safe for consumers
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JOIN THE 
FIDO ALLIANCE
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